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INTEGRITY AND AUTHENTICITY FOR
DIGITAL LONG-TERM PRESERVATION
IN IRODS GRID INFRASTRUCTURE

Abstract: Digital resources and documents have become part of our culture as many cultural and
intellectual goods are “born-digital” — existing only in digital form. Therefore digital long-term
preservation is sustaining our cultural heritage for the future. Because of its importance digital
preservation is addressed by several national and international projects like the German NESTOR
project [12], the US National Digital Information Infrastructure and Preservation Program [11],
the IETF LTANS group ([21], [22]) and the EU FP7 SHAMAN Integrated Project [18].

Preserved resources and goods are only useful if their integrity and authenticity can be proven at
any time. Although usually not made with the explicit intention to ensure integrity and
authenticity in mind, in most cases both can be proven nevertheless for non-digital entities by
their inherent characteristics. By their very nature, this is not the case for digital entities. Digital
preservation must also ensure the integrity and authenticity of the entire preservation
environment. This further imposes issues regarding the objective of digital long term preservation
for at least 100 years in combination with the fast-paced developments in information technology.
Many means of security used today become useless or even long forgotten in 100 years.

For ensuring integrity and authenticity often electronic signatures are used and have been
proposed for usage in digital preservation as in [17]. But digital signatures do not provide tamper
protection or protect the integrity of data; they merely verify data integrity [3]. Although the
obsolescence problem of digital signatures can be countered by a renewal of the signature, the
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tamper protection problem cannot be solved however. Especially in digital long-term preservation
where by emulation and migration of data media breaks occur, e.g. conversion from TIFF to
JPEG, digital signatures are therefore only of limited use.

Regarding all these hindrances it is not unusual in the digital preservation domain to only casually
address these problems. In this paper we present a first study exemplary for the SHAMAN
Integrated Project. This project will be based upon the iRODS grid infrastructure using so called
rules and micro-services to establish an archive environment. We propose approaches how to
enforce integrity and authenticity for digital objects, collections of these, micro-services and the
entire archival infrastructure exemplarily in the environment by extending the Clark-Wilson
integrity model with our previously introduced Syntactic and Semantic model.

Keywords: Digital long-term preservation, security, integrity, authenticity

1. Introduction

Based on previous work in [14] we present a first study how to enforce
integrity and authenticity for digital preservation beyond electronic signatures to
build a solution for data emulation and migration. In section 1 we define used
terms and present an exemplary environment. Section 2 explains how to enforce
integrity and authenticity, by selecting an applicable security model (2.1), a
model for proving the integrity on a syntactic and semantic level (2.2) and how
to apply this to objects (2.3), collections including the archive as a whole (2.4)
and rules/services (2.5). Section 3 lists sample features, whose integrity may be
verified. The last section 4 provides a summary and a conclusion.

1.1 Digital long-term preservation

According to the OAIS reference model [5], a digital preservation system
consists of the technical and organizational processes ingest, archival storage,
data management, administration, preservation planning and access. [5] defines
each of these processes as:

At ingest the submitted data entities (Submission Information Package, SIP)
are converted by the preservation system into one or more archival objects or
Archival Information Packages (AIP). These archival objects also include
metadata describing the SIP for retrieval and access and metadata for proper
preservation, e.g. for enforcing confidentiality, integrity and authenticity.

After ingest the archival objects are stored by the archival storage process.
This process is also responsible for actually preserving the archival objects or
more specifically to prevent them from losing integrity (e.g. by refreshing them
or prematurely migrate them to other media), to detect a loss of integrity or even
recovering them (e.g. by error correction codes). The archival storage process
also retrieves archival objects.
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The data management provides services for accessing the descriptive
metadata for accessing or searching archival objects satisfying certain
conditions. Data management functions also include maintaining the referential
integrity between the archival objects themselves and their metadata.

The administration is responsible for the proper operation of the whole
system, establishing standards and policies, and preserving the integrity on a
more organizational approach by procuring and installing new hardware and
software.

The preservation planning ensures that the stored information remains
accessible over a long time (e.g. by initializing a migration), observing the
current state-of-art and developing or updating the preservation policies and
standards.

The last process access provides services for the customers to describe the
stored informations or archival objects, locating and delivering them as
Dissemination Information Packages (DIP). A DIP may be composed of several
AlPs or include AIPs in an altered data format, e.g. a JPEG version of an
archived bitmap was requested, and include a proof of integrity and/or
authenticity.

1.2 Integrity Requirements

Integrity in computer science and telecommunications refers to the integrity
of resources. Integrity requirements describe how integrity of the system can be
ensured (prevention) or it reports if the resource for example information is
altered or manipulated (detection) or how it can be recovered into consistent
state (recovery). Integrity is therefore the quality or condition of being whole,
complete and unaltered. It also refers to the consistency, accuracy, and
correctness [8]. For example integrity can also mean the condition in which data
are identically maintained during any operation (such as transfer, storage or
retrieval) or to describe the preservation of data for their intended use or
specified operations. According to chapter B in the Nestor Catalogue of Criteria
for Trusted Digital Repositories [12] integrity is measured in terms of those
characteristics defined as valuable for preservation.

In respect to technical security mechanisms, the alteration of data can be
detected, for example, by means of one-way hash functions, message
authentication codes, digital signatures (especially content-based digital
signatures), fragile digital watermarking, and robust digital watermarking [6].

Assuring the integrity in preservation systems of digital content refers to
providing methods for preventing, tracking and verifying changes of archived
objects as well as resources of the preservation system. This includes the secure
sustainment, maintenance, and preservation of, for example, the storage media,
the application systems and data. It has to be assured, that data can be accessed
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and interpreted unchanged, complete, and correct today and in the future.
Procedures have to be provided to correctly access information stored and
coded in today’s valid data formats, schemes, and models, in the future. Finally,
information and its components have to be displayed correctly today and in the
future.

General requirements for preserving the integrity were given by Lipner as
follows: a) users must only use existing programs, b) programmers must test
their programs on a non-productive machine, c) installation must follow a
special process, d) the special process must be controlled and audited, and e)
system managers and auditors must have access to the system state and the logs

[2].
1.3 Authenticity Requirements

Authenticity can be divided into two aspects: data origin authenticity is the
proof of the data’s origin, genuineness, originality, truth and realness. Data
authenticity requirements can also be defined as prevention, detection and/or
recovery requirements. The second aspect, entity authenticity is the proof that
an entity, like a person or other agent, has been correctly identified as
originator, sender or receiver; it can be ensured that an entity is the one it claims
to be [8].

Entity authenticity usually is defined with identification and verification of
identity of entities, such as person identity or agent identity.

Authentic information (or more general: resources) is not necessarily
integer, as it might have been changed or damaged over time. But it is still the
same from the same proved and authorized origin.

In respect to technical enforcement of authenticity, data origin authenticity
can be achieved/proved with message authentication codes, digital signatures,
fragile digital watermarking, and robust digital watermarking. Entities taking
part in a communication can be proven by authentication protocols [6]. These
protocols ensure that an entity is the one it claims to be.

Authenticity in digital preservation systems means, that the originality and
the origin of the archived objects has to be maintained. This does not
necessarily exclude changes of the archived objects, as the context and
application dependent level of information loss can be defined a-priori, whereby
methods for measuring the information loss have to be provided. This implies
deciding, if the access to the archived object at a later time is restricted to the
original object ingested to the preservation system without any change, or
unrestricted. This depends on user and application requirements. In case, later
and additional changes are allowed, they must be traceable and reversible, e.g.
by audit trails, protocols, or a version management like a history [14].
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Therefore, assuring the authenticity has to include either methods for
prohibiting / avoiding / preventing changes or manipulations after an object is
ingested in a preservation system or methods for tracking the changes.

Further, authenticity includes the verifiable assurance and proof of the
author, participating entities like the consumer, administration, and producer as
well as resources of the preservation systems like servers, networks, etc.

Other security aspects, but omitted in this first study, are availability of
resources, confidentiality of informations and non-repudation. For these and a
more detailed treatment of integrity and authenticity see [2].

1.4 The SHAMAN environment

The SHAMAN (Sustaining Heritage Access through Multivalent
ArchiviNg) Integrated Project [18], funded by the EU 7™ Framework
Programme, aims to develop a preservation framework for documents, media,
CAD and scientific data. SHAMAN will use the iRODS [7] grid as underlying
storage system. iRODS (i Rule Oriented Data Systems) from the San Diego
Supercomputer Center (SDSC) applies a rule-based and micro-service
approach. To manage the data, rules are defined which come into effect
immediately or delayed after a certain condition becomes true. If a rule is
invoked it executes a workflow chain, which is a set of rules and micro-services
(user-defined functions), and in case an error occurred a recovery chain to
preserve integrity.

Another part of the SHAMAN environment will be the Multivalent engine.
With this engine, files of superseded file formats can be accessed and changed
even in ways not supported by the actual file format. This is done with a Virtual
Machine approach without emulation, migration to a newer file format or
altering the original bitstream. Therefore the integrity and authenticity of the
files or data objects remain preserved [16][23].

2. Security framework for digital objects in the proposed
environment

In this section we propose our security approach. In section 2.1 we present
and discuss two known security models for enforcing integrity — the Biba model
[1] and the Clark-Wilson model [4] — and in section 2.2 our Syntactic and
Semantic model for verifying integrity introduced in [14] applicable for our
requirements in the iRODS environment. At next we describe our novel
approach of combining the chosen integrity model with our Syntactic and
Semantic verification model and how this can be actually used for objects in
section 2.3 and for collections or the archive as whole in section 2.4. Section 2.5
treats security for rules and micro-services and its limits for both.
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This section mostly addresses integrity, as authenticity can be ensured by
using mechanisms that satisfy the requirements explained in section 1.3, e.g. by
using audit trails or version management.

2.1 Security models

Initially a security model which can realize the chosen policy of integrity
must be selected. Two common integrity models are the Biba model [1] and the
Clark-Wilson model [4]. Both are mandatory access controls, which means the
right of a subject to perform an action (open, read, write, ...) upon an object is
granted or denied by the system according to certain rules, in contrast to a
discretionary access control where the rights depend only on the subject or the
group it belongs to.

2.1.1 Summary of the Biba model

In the Biba model [1] a certain integrity level is assigned to the objects to be
secured and the subjects who access the objects. A subject must not write to
objects with a higher integrity level to avoid downgrading their integrity and
must not read objects with a lower integrity level to not downgrade its own
integrity level. Considering our environment and its purpose this integrity
model has several drawbacks. In order to employ the Biba model each subject
and object must be given an integrity level, which proves to be very difficult in
practice. A subject is every user but also every process and therefore in our case
every micro-service, too. An object is, of course, every archival object,
including all metadata and derived informations, but also all users, rules and
micro-services. Users are also objects because we may need to know the user
credentials and thus read them or we do need to change his membership of a
user group. For invoking rules we need to know their invocation conditions, the
rules and micro-services of the work-flow chain as well as the rules and micro-
services of the recovery chain. Each of these must be given an integrity level
w.r.t. to the integrity levels of other subjects and objects. These integrity levels
must be chosen such that they are not too low to deny write access to required
objects, but not too high to deny read access to needed objects. Thus the Biba
model can be very complex to implement with all specifications satisfied.

2.1.2 Summary of the Clark-Wilson model

In the Clark-Wilson model [4] objects are divided into objects that need to
be in a valid state (i.e. integer), so called Constrained Data Items (CDI), and
objects that need not, so called Unconstrained Data Items (UDI). The integrity
of a CDI is verified by an Integrity Verification Procedure (IVP). UDIs or CDIs
are transformed into a valid state as new CDI by a Transformation Procedure
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(TP). A TP must only be executed on a certain set of CDIs. If a TP accepts
UDIs, it must be able to transform all possible values of an UDI or do no
transformation at all. As seen in Table 1, the Clark-Wilson model fits very well
to the iRODS environment.

Table 1. Mapping between Clark-Wilson entities and iRODS/SHAMAN entities

Clark-Wilson entity | iRODS/SHAMAN entity

UDI Submission Information Package

CDI Archival  object/Archival Information Package,
Dissemination Information Package, metadata, audit
trails, users, (rules, micro-services)

IVP Micro-services

TP Rules, micro-services

The TP restriction for its executions can be modeled with the rule conditions
chosen as such that they are only invoked for certain objects.

Our idea is to use IVPs for the validation of certain CDIs based on the
Syntactic and Semantic model introduced in [14], summarized in the next
section.

As this model is independent of the Clark-Wilson model and not all types of
CDIs may be checked for integrity with this model, we simply use the term
object.

2.2 Syntactic and Semantic model

In the preservation community there exists the common view that not just
the objects themselves should be preserved but also their structural and
semantic informations [23]. Objects are thus expanded into a concept of a
digital entity which according to [10] consists of a) data, the bits saved to the
media, b) Information, semantics tags that are appended to the bits, and c)
knowledge, any relationship defined between the semantic tags.

For security, and in our case integrity and authenticity, this means that both
must also include the structure and semantic of the objects or, in other words,
that the described digital entity must be integer and authentic.

Thibodeau proposes in [19] a model that classifies objects in 3 levels: a
physical level for the data medium, a logical level and the conceptual level. All
3 levels interact with each other as the bitstream represents a text document,
image, audio or video file and is read from and written to the media. The
advantage is that a change on one level does not necessary causes a change on
another level, e.g. if an image is converted from JPEG to TIFF both differ at the
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physical and logical levels, but not on the conceptual level, because by an
human they are perceived as the same. Thus one can say they are integer on the
conceptual level, although not on the physical and logical levels. The other way
is also possible: an alteration at the conceptual level does not necessary cause a
change on the other two levels, e.g. certain objects may be textually annotated,
but a few decades later the used words have another meaning, which is a change
on the conceptual level only. Such changes should also be measurable, e.g. in
this case by using an ontology.

Our model proposed in [14] is based on Thibodeau’s model, but extends his
model by adding a semantic domain which is also structured into three levels.
An object therefore consists of a syntactic and semantic domain, each having 3
levels.

Object
Syntactic domain: Semantic domain:
SY,, = physical level SE, = structural level
SY; = logical level SE: = functional level
SY, = conceptual level SE, = analytical level

Figure 1. Levels of the Syntactic and Semantic model (modified from [14])

The physical level and logical levels are the same as in Thibodeau’s model,
the conceptual level is narrowed to the signal, the structural level is related to
the presentation, the functional to the content and the analytical to the
perception. The Syntactic and Semantic model of an object O consisting of all 6
items is described in the following so called “verifier tuple” [15]:

0={S8Y,, 8Y, SY,, SE,, SE;, SE,,}

Each tuple item is a set of features of the respective level. To check the
integrity of a certain level, all features of the feature set of the tuple item of the
level must be checked. Sample features are listed in section 3.

As already stated, a loss of integrity at one level does not necessarily affect
other levels. Therefore the verifier tuple can be expressed as seen in Figure .

Storage Format Signal Presentation Content Human

(5% 5 [ )5 [ ] 58] 58 5[5
I I I I

I
Metadata

Figure 2. Syntactic and Semantic model (modified from [14])
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The advantage of the verifier tuple is that a loss of integrity can be directly
traced to the cause, with some restrictions:

As the analytical level is high-level semantics and directly related to the
human perception it is very difficult to automatically extract the required
features. Therefore this level cannot completely proven to be integer. But as
also all lower levels are affected, the integrity loss itself is detected, although it
may not be always possible to discriminate integrity corruptions between
functional and analytical level.

Additionally, inside a preservation system it may be difficult to directly
extract the features on the physical level, e.g. the magnetization on hard disks,
the lands/pits on CDs, due to limited access. But nevertheless it is sufficient to
say an object is integer as long as the bits on the logical level were not altered.

Our model detects the location of losses of integrity and where they
occurred. To ensure the integrity, losses must not only be detected but also
repaired. An important part of this recovery are invertible TPs. iRODS was
already prepared for this, as for every rule (TP), a recovery chain must be
defined, which is executed in case of an error. Even if micro-services and rules
are used in the workflow chain, which are not directly invertible, the state of the
invalid objects can nevertheless be transitioned back to the former valid state
using audit trails (a detailed log of changes) or at least using version
management.

The next sections explain our idea for combining the Syntactic and
Semantic model with the Clark-Wilson integrity model for objects (section 2.3),
collections of these (section 2.4) and rules and micro-services (section 2.5) in
the iRODS environment.

2.3 Verification of objects in iRODS environment

To verify an object the values for all syntactic and semantic features must
be retrieved, where applicable, i.e. some or all values for the features of the
physical and analytical levels are empty. Each object has metadata that are
themselves objects (as listed in Table 1) and therefore must be verified, too.

A trivial approach to detect a loss of integrity is as follows: When an object
is created in the system and every time it is changed its syntactic and semantic
features must be calculated or updated and stored. An IVP would load this
features and compare it the stored ones. An object is integer if both feature sets
are equal and if its metadata (and the metadata of the metadata) is also integer.
This trivial approach is very resource-consuming, as the feature sets may have
dozens or even hundreds of features of non-atomic values. These must be stored
in the archive and each item must be compared to its respective item and an [VP
must ensure that every CDI is valid/integer.
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For better resource usage, our suggestion is to hash the features. Therefore
the hash of the reference features is stored in the archive and IVPs compare it
against the calculated actual hash. Hash functions are divided into cryptographic
hash functions and perceptual hash functions [20]. Cryptographic hash
functions yield a different result if the message was changed by just one bit,
whereas a perceptual hash function is more fault-tolerant. Which one of the both
should be chosen, depends on the feature as well of the level of integrity defined
in the security policy. Features of the syntactic domain mostly use
cryptographic hash functions, whereas features of the semantic domain rather
employ a perceptual hash function. Furthermore, as the objects are in a
hierarchy, we propose the usage of hierarchical hash functions.

In digital preservation, often there exist multiple replicas for digital objects,
e.g. as backup, for comparison to ensure integrity, to ensure availability or due
to distribution across the grid for faster access. For the sake of authenticity these
replicas must be recognizable as such even if they are bit-identical.

2.4 Verification of collections in iRODS environment

In section 2.3 an novel approach to verify objects was presented by
comparing its stored hash to its actual hash. This fails if the actual object is
missing. The stored hash may either be existent or missing, too. In the first case
the archive may deduce it from the global archive audit trail if a) the
corresponding object was either removed, but left behind its hash, or b) should
be somewhere, i.e. is really missing. If the stored hash is also missing, the
system may not even know something is missing if it does not control the global
audit trail. These cases should not occur as the IVPs — implementations of our
proposed Syntactic and Semantic model were applicable — prevent TPs from
producing this invalid state. However, it may happen due to influences
uncontrollable by the archive, such as a hard drive crashes, power outage, etc.

The verification of integrity of the whole archive is therefore not just
verification of the integrity of all objects, but should also treat the whole archive
like every object and thus our idea is to calculate a (hierarchical) hash for it as a
whole. If a hierarchical hash is used and some object on any level becomes
corrupted, the whole archive loses its integrity. The advantage is that without
explicitly scanning every object for integrity, which may take a long time for
maybe millions of objects in a preservation archive, only the archive as a whole
must be considered. A drawback is that in case a loss of integrity occurred, this
scan must be performed nonetheless.

To avoid checking each object we propose the insertion of one or more
hierarchy levels between the archive as a whole as the root of the hierarchy and
each object from so far as a leaf. Objects are most likely grouped anyway by
one or more defined properties, e.g. all images depicting a drawing from a
certain painter. Some of these collections can be treated as objects and thus
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form the additional hierarchy levels. On detection of a loss of integrity of the
whole archive, the search space is radically reduced.

2.5 Verification of rules and micro-services in iRODS
environment

Rules and micro-services in iRODS are a special case in the verification
problem as they are executable and therefore actively change the archive. In our
approach TPs and IVPs are to be implemented as micro-services and rules and
both are key items in the Clark-Wilson model. In iRODS the micro-services
exist as source code on the machine and are statically linked and compiled into
the iRODS client. The rules are listed in a special file. Our idea thus is, if the
client is not running their integrity can be proven by checking these files, e.g.
after a migration of the system. If the client is running there is no way to prove
that a micro-service is actually integer, as the IVP for checking micro-services
(and maybe other objects) is a micro-service itself and thus may be corrupt, too.
Therefore as the system cannot guarantee that TPs perform well-formed
operations, the Clark-Wilson model requires that TPs and IVPs should be
certified to be valid by a security officer. To prevent fraudulent use, this
security officer must not have the right to execute them [2]. The certification
should include an inspection of the source code and a test run on a non-
productive machine to evaluate its behavior.

3. Exemplary feature catalogue

In this section we give an example for the verification of an image CDI
object, based on the features listed in Table 2. In this list, modified taken from
[14], the features are sorted by their syntactic and semantic domain and are by
no means complete. In [14] also feature lists for audio and handwriting are
given, but our approach is not limited to those media types.

Table 2. Classification of image features

Syntactic domain Semantic domain

Physical bp;=storage Structural | bs;=input devices (sensor,

level characteristics level camera, ...)

SY, bp,=hard drive sector SE; bs,=A/D converter
bp;=memory segment bs;=program for

output/application/interpr
etation (viewer)

bps=Lands/pits bss=output medium

bpi=... bss=operations and
processes for archiving
bSi:. ..
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Logical blj=data format (BMP, Functional | bfi=histogram

level JPEG, TIFF, ...) level

SY, SE¢
bl,=bits per sample bf,=object shapes
bl;=channels bfi=object positions
bl,=data stream bf,=point of view
bls=dimensions bfs=lumination
bl=... bfi=...

Conceptual | bk,=optical signal (wave Analytical | ba;=object type, semantic

signal level | lengths, ...) level

SY. bk,=electrical signal SE, ba,=author, creator
(frequencies, magnitudes bas=origin
phases) ba=...
bki:. ..

An IVP may be implemented as being responsible for all features or
specialized for each domain or level. As described in section 2.3, our idea is
after a CDI was transformed with a TP, e.g. an image processing operation the
IVP responsible for this CDI is called. This IVP extracts the features compares
the calculated hashes of these features with the stored hashes. If the IVP detects
a change not tolerable by the policy, it reverts the objects into a valid CDI.
Additionally, this occurrence is logged along with the information on which
level or even which feature failed and should also trigger [VPs responsible for
the integrity of these collections to which the object belongs.

4. Summary and Conclusion

We have shown how the integrity and authenticity of objects (archival
objects, collections, archive as a whole) in a digital long-term preservation
environment can verified and preserved. After introducing digital preservation,
integrity, authenticity and the preservation system, we proposed a novel
combination of the Clark-Wilson model as a security model for enforcing
integrity as it fits best for our environment with the Syntactic and Semantic
model for verification, whereby it not only allows the system to detect a loss of
integrity later on, but also where it occurred. For the actual verification we
proposed a hierarchical top-down approach, where a loss of information can be
detected on the level of the archive as whole. The invalid features of an object
can than be found with a decreased complexity by descending first into the
invalid collections, sub-collections, the object, sub-objects (e.g. metadata) and
the features themselves.
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This contribution only presents a first study as the environment is currently
developed. Our current work is the extension of the feature list, an examination
how exactly the different features should be verified, i.e. what features can be
combined into a common hash value, what hash methods should be used, and
the implementation of these as IVPs.
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