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» Efficient compression algorithms and high bandwidths enable users to share
digital content at low cost
= Emergence of file sharing and illegal usage
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» Efficient compression algorithms and high bandwidths enable users to share
digital content at low cost
= Emergence of file sharing and illegal usage
> Digital Rights Management Systems (DRMS) aim at controlling the usage of
digital content
> Definition of security policies (usage rules)
» Enforcement of security policies
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> Protection measures of current DRMS rely on the basis of unreliable
software-based solutions

» Obscurity techniques are as long effective as long as the obscurity is
undiscovered
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> Protection measures of current DRMS rely on the basis of unreliable
software-based solutions

» Obscurity techniques are as long effective as long as the obscurity is
undiscovered

» Current DRMS do not consider consumers’ expectations

> This may hamper the overall acceptance of DRM [Fet03]
» According to [DSVWO05], 75% of the consumers want to share music with
others and would pay more for this kind of usage
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> Protection measures of current DRMS rely on the basis of unreliable
software-based solutions

» Obscurity techniques are as long effective as long as the obscurity is
undiscovered

» Current DRMS do not consider consumers’ expectations

> This may hamper the overall acceptance of DRM [Fet03]
» According to [DSVWO05], 75% of the consumers want to share music with
others and would pay more for this kind of usage

= A successful DRM system has

> to respect consumers’ expectations and

» to provide reliable security mechanisms
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Trusted Platform Module (TPM)

» Basically a smartcard

» Protected storage of cryptographic keys
> Possesses a number of special purpose keys (SRK, EK, AIK)
» Hardware enhanced RNG, key generation, hash computation

v

Platform Configuration Registers (PCR) to store software integrity values

v

Binding a key to a specific sets of PCR (sealing)

TPM acts as trust-anchor = Establishment of a chain of trust

v

v

Attestation: Reporting the values of these registers to a remote entity using
an Attestation Identity Key (AIK)
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» Establishment of a TLS-channel
» Transfer attestation challenge
> Sending attestation response

Platform of A

[t e e T T it T bR T |

Verifying party ! Attestation software TPM

Establish TLS-channel (1)

Challenge request + Nonce (2) TPM_Quote(Nonce) (3)
f
'

Validate SML , ) Sig=TPM_Quote(Nonce, PCRI0..23]) (4)
and Sig (7) Deliver SML and Sig (6) Sig (5)

A
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Masquerading Attack
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TCG-defined attestation process is insecure

Attestation challenge can be relayed to another entity

Enables a system to masquerade its own platform configuration
Malware could exploit this characteristic to camouflage its presence

vV vVvyy

Establish TLS-Session (1)
Attestation Challenge (2)
Attestation Reply Msg.(7)

Attestation Challenge (4)

Challenger C Attacker M Prover S

Attestation Reply Msg. (6)

Verify Attestation Reply Msg. (8)

Compute Attestation Reply Msg. (5)
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TCG-defined attestation process is insecure

Attestation challenge can be relayed to another entity

Enables a system to masquerade its own platform configuration
Malware could exploit this characteristic to camouflage its presence

vV vVvyy

Establish TLS-Session (1)
Attestation Challenge (2)
Attestation Reply Msg.(7)

Attestation Challenge (4)

Challenger C Attacker M Prover S

Attestation Reply Msg. (6)

Verify Attestation Reply Msg. (8)

Compute Attestation Reply Msg. (5)

» Shortcoming is caused by the restricted usage of AIK
> Not possible to establish secure channels
» Not usable for authentication of communication partners
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A Robust Integrity Reporting Protocol
[STREO06]
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Malicious host must be excluded from communication
Establishing a cryptographic link between both parties
Cryptographic link must be established to the TPM
TPM_Quote allows injection of external data

Use Diffie-Hellman key-exchange

Inject g° mod p into AIK signed message
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A Robust

[STREO6]

Integrity Reporting Protocol
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Malicious host must be excluded from communication
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Cryptographic link must be established to the TPM
TPM_Quote allows injection of external data

Use Diffie-Hellman key-exchange

Inject g° mod p into AIK signed message
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Fair DRMS - Use Cases
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<< include >>
Selling Content _—— e — Selling License
<< include >>
Content Provider Purchasing License — — — — — Purchasing Content

Transfer Content Using Content

<< include >> << include >>

Check License

<< extend >>
-+ — - — —

Customer
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Fair DRMS - System Architecture
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Fair DRMS - Purchasing Content
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Customer's Content Provider's
DRM Reference i
Moerere @ License Server
> Attestation & Agreement of Keession o

Order = Enc(Ksession,Order)

Order

®

Dec(Ksession,Order)
Generate Kcontent

Content = Enc(Kcontent, CONtent)
Generate License

License = Enc(Ksession,License)

‘ Content, License
License= Dec(Ksession,License)
Seal(License)

Save(Content)
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Fair DRMS - Using Content
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Rendering DRM Reference
Application Monitor
o Attestation & Agreement of Keession

UsageRequest = Enc(Ksession,
(Objectyq, Usage))

UsageRequest

®

Dec(Ksession,UsageRequest)
Check License
Content = Dec(Kcontent;CoOntent)

Content = Enc(Ksession, COntent)
- Content Update License

Content= Dec(Ksession,CONtent)
Render Content
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Fair DRMS - Transferring Content
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Alice's
DRM Reference Monitor

Check Licenseaiice

®

Content = Dec(Kcontentaee,CONtent)

Generate Kcontentggy

Content = Enc(Kcontentg,,,CONtent)

Generate Licensegon

Licensesos = ENc(Ksession,Licensesep)
Update Licensenpjice

Bob's
DRM Reference Monitor

Attestation & Agreement of Keession

Content, Licensegqy

A4

®

Licensegop= Dec(Ksession,Licensesop)
Seal(Licensegop)
Save(Content)
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Fair DRMS - Prototype
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> be robust and
» consider customers’ expectations
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Successful DRMS have to

> be robust and

v

» consider customers’ expectations

v

Trusted computing can provide the necessary foundation

» Hardware-based DRMS
> Interoperable DRMS

TCG-defined integrity reporting is vulnerable to masquerading attacks

v

» Proposed integrity reporting protocol prevents masquerading attacks
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» Successful DRMS have to

> be robust and
» consider customers’ expectations

» Trusted computing can provide the necessary foundation

» Hardware-based DRMS
> Interoperable DRMS

» TCG-defined integrity reporting is vulnerable to masquerading attacks
» Proposed integrity reporting protocol prevents masquerading attacks

» Presented DRMS enable customers to transfer their content to other
customers or devices
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Thank you for your attention
Any Questions?
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