7th International Workshop for Technical, Economic and Legal Aspects of Business Models irtual Coods
for Virtual Goods incorporating the 5th International ODRL Workshop =

Nancy, 22 Sep 2009, France @"[
F-"‘- Open Digital

Rights language

NICTA

A Framework for the
Policy-Oriented Web in
Social Networks

NICTA
Aot 2000 “Thw Futime OF Tha Socid W™
ThoFlvo Eras Of The Social Web
Era of Social Relationships - "
¢ : 2 '« Community context:
¢ : , affiliation with those who
""" Eraof Social Functionality =~ share similar interests
¢ 4 Sl e Location-based context:|
P T 559 mobile or consumer-
ot : i specified location and
Era of Social Colonization .
— - .
e o rw e Social context: influence
I e — B
¥ S from trusted peers
Era of Social Context 8.8 e Behavioral context:
o NPT consumer actions on the

Web or network
e Preferences context:
ek s .f-'-"'" b 9.8 what consumers say they
<

e . - -———-

Era of Social Commerce




ot L IDISITELIE] = ||
COENEEC® 9 9 W
PR hdBE o lAL O

Expectations &

IN=@
L TASEERERE D] ||

o EEER YT SN T et —~

Profile
Policies

“dit Photo Album Privacy

Policy

o Ml tryy rofile Dge vIe 1 A0N-meters i wal

W Aow s0ah angires 1o %0 my profile
Shared ) o '“7 "] o Make my artcies I pubic grouEs SvaRASIS 10 S6h egines
e to

o Contact it iy vistie for: Al menbers

L] L]
POI I C l es ,z: o Alow 10 500 Me Messages and wrie In My uesbook: All

members
" Show actwity ndax
“| o Dusplay my Skype onfine 55aus v my profie 1o Hose memben
a:;u::-;m have auhonzed 1o vew iy Sayte Name o Shge mult te
ey Any Fickr User (Recommended) Nstaied ko this

Who can add notes & tags? W Show T posBOn of My DUSHESS SOONeSS &8 0 IMAD View.

C
NICTA  Centrelink

qiving yos options

Snv.a

n
000000

‘

Personal

orkut

twikter
Share’n’\g Story Citizen |
Here for Life Linked w

N\ Zocenstand ’
XING

(» plaxo




Policlies!

Scabe w120 09% of acvusd see) Wet VD

Craatad by the Camenon Data Progect
WA ST OO OO T 00

Home | For Users | For Developers Login | Register

Terms of Use
Last updated: March 9, 2009
About { Legally Binding Agreement
P By accessing, viewing, downloading or otherwise using Cligset or any webpage or feature available through Cligset, or by clicking "I
Agree To Be Bound By These Terms of Use" during the registration process, you conclude a legally binding agreement with Cligset,
Chi.mp IS inc, 1450 Flagler Avenue, Suite #3, Jacksonville, FLorida 32207, USA based on the terms of these Cligset Terms of Use
Whie we are| | ("Agreement’). If you are using Cligset on behalf of a company or other legal entity, such entity may have a separate agreement with
o4 the Open § | US. but you are nevertheless individually bound by this Agreement.If you do not want to conclude the Agreement, do NOT click *I
... Agree To Be Bound By These Terms.of Use" and.do not access, view, download or otherwise use any.Cligset webpage, information or. .. k...

Il. Your Obligations To Cligset

(a) License and warrant your submissions: You are not required to submit anything to us, but if you choose to submit information,
including Contact Information, your submission is made pursuant to this Agreement, and you thereby grant a non-exclusive,
irrevocable, worldwide, perpetual, unlimited, assignable, sublicenseable, fully paid up and royalty-free right to Cligset to copy, prepare
derivative works of, improve, distribute, publish, remove, retain, add, and use and commercialize, in any way now known or in the
uture discovered, anything that you submit to us, without any further consent, notice and/or compensation to you or any third parties.

‘any infor
information collected through Cligset in our

R | TSZETZ?Z"QM You represent and warrant that you (a) are not under the age of 18 (and if a resident of Alabama or Nebraska, igset through the most
ice Eligibilty. You W you (a) are not under if aresi r Nebraska, g

WA N0 1ot under the age of 19 and f a resident of Mississippi, not under the age of 21); (b) have not previously been suspended or removed | 1S _Currently available. ;
“avewith 5B from Cligset; (c) are not a direct competitor of Cligset; (d) do not have more than one Cligset account at any given time; and (e) that 3 ability to search for,

you have full power and authority to enter into this Agreement and in doing so will not violate any other agreement to which you are a Il aspects of a social

party. In addition, you must provide all equipment and software necessary to connect to Cligset. it details, activities, 3rd

7——' (c) Password Security: It is your responsibilty to keep your password confidential. You are responsible for everything that happens | > : .
through your account. messaging with many b

(d) Your Permission Settings: You may revoke or modify your permission for Cligset to provide Cligset Site Information to Developers
or Social Networking Applications at any time through the means provided in your privacy settings. It is your responsibility to ensure
you keep these permissions current and you must notify Cligset at support@cligset.com if you experience any problems maintaining a user-centric system

the permission settings appropriately . b )
(e) Information That May Be Provided to Developers, Social Networking Applications or Advertisers. In order to allow you to use and s their information, not the service. Subsequently, any and all access

cy Policy and that we may update our policies and practices from time to time at our

participate in Social Networking Applications created by Developers (*Social Networking Applications"), you must agree to allow r authorization and Cligset supports a number of authorization
Cligset, from time to time, to provide Developers, Social Networking Applications or Advertisers access to the following information 5 and user pre-shared keys.

(collectively, the "Cligset Site Information")

(i) any anonymous, general information provided by you which excludes your Contact Information, and t then helps you to promote your service by broadcasting events and
(i) the user 1D associated with your Cligset Site profile. icross their social graph, keeping their friends in the loop on what
Ill. Your Use of Social Applications and Cligset stly back to your site.

(a) Developer's Applications. When you install a Social Networking Application, you understand that such Developer's Social

Networking Application has not been approved, endorsed, or reviewed in any manner by Cligset, and we are not responsible for your ¢t generation of the open web. Let's break down the walled gardens
use of r nabilty o use any Developer's Social Networking Applicaions, ncluding withou imitation the content, accuracy, or relabilty | othing better.

of such Developer's Social Networking Application and the privacy practices or other policies of the Developer. YOU USE SUCH

DEVELOPER'S SOCIAL NETWORKING APPLICATIONS AT YOUR OWN RISK. Developers may require you to agree to their own
terms of service, privacy policies and/or other policies as a condition of using Developer's Social Networking Applications. Those terms
andlor policies may give Developers rights with respect to your Cligset Site Information beyond those provided by the Developer
Agreement. PLEASE REVIEW EACH DEVELOPER'S TERMS AND/OR POLICIES CAREFULLY.

(b) Developer Agreement. Before providing any information to any Developer or Social Networking Application through the Cligset
Application, Cligset requires each Developer to enter into an agreement (a "Developer Agreement"), which, among other things, strictly Temmsof Service | PrivacyPoicy | APIDocumentatin | Blog | Contact
limits their collection, use, and storage of Cligset Site Information. Our standard Developer Agreement consists of the Cligset

dplications on the Cligset platform.




The Current Web N O

NICTA

« There is no support for Policies in the current
Web Architecture

Policy Expression

* how to unambiguously define the terms and
conditions of a policy

Policy Transparency

 how to ensure all parties are aware of the
policy and its implications

Policy Conflict

* how to detect potential incompatibilities
between dependent policies

Policy Accountability

* how to track policy exceptions and
obligations




Privacy Options: FB and Flickr " y NICTA
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e Use Case from W3C Future of Social Networks
Workshop (Jan 2009):

* “Alice wants to give access to her wedding
pictures only to people that are fellows on
both Flickr and Twitter and that have a blog
she commented at least twice during the last

10 days.”

e <http://www.w3.0rg/2008/09/msnws/papers/
trustprivacy.html>

« Focus on obligations on people




ODRL Expression - Use Case NICTA

Formalisation Qe

« Today: Policy management (eg privacy & rights)
are site specific and provide no conflict
detection services

« Expressive Policy Language with conflict
detection and resolution

« Combine Deontic Logic (to capture norms) with
Rule-based non-monotonic logic (defeasible
logic to capture exceptions and priorities

« Computational feasible and scalable reasoning
for dynamic (time based) policies
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p1 : wedding _photo(x), flickr(y),twitter(y),
blog(z,y), posted(a,z,t1), posted(a,z,t3),
t1 > Now — 10,1, > Now — 10 = Pyaccess(x)
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Next Steps iy
NICTA

« W3C Social Web Incubator Group
* http:/lwww.w3.0rg/2005/Incubator/socialweb/

« W3C Policy Languages Interest Group

* http://www.w3.org/Policy/pling

« Propose a new Working Group

Web Policy Language

Simple

Standardised

Browser-Aware

-

W3C

Policy Commons Oe
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ODR Core
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« ODRL Version 3.0 then builds on “W3C WPL
1.0” and adds all the extensions for a full Policy
Language

« The ODRL Core Metadata can be used as (one
of the) many vocabularies

« People-focussed constraints and duties

Only the content owner (ie no one else)

Specific (named) friends and colleagues (both allowed and not allowed)
Family members

All direct friends or colleagues

Your second level friends or colleagues (ie friends of friends)

All Groups (that the content owner is a member of) or some Groups
Everyone (ie public)







