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e Motivation

Evaluation Profile P, giometrics

Introduction of the new defined Biometric
Difference Grade

Test scenario, Test environment
Test results
Summary and future work



e Digital watermark development is connected to
their evaluation

e Different evaluation strategies exists
o Simple properties
o Application Scenarios
e Application scenarios = real world evaluation
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e Biometric system used for user authentication

e [wo phases:
o Enrollment phase
o Verification/ldentification phase

e Meta data collected and mostly separated stored -
Watermarking can help to embed meta data directly
into the biometric data to enable for example:

o Annotation watermarking
o Manipulation recognition
o Owner ldentification and Tracking Usage

e Data base required

A. Lang
J. Dittmann 4
A. Oermann



o State-of-the-art:

o Application depending evaluation of digital watermarking schemes
with so-called evaluation profiles, see for example in
[SPIEO7,06,095]

e Goal:

o Focus Transparency, Capacity required of a biometric
authentication system

o How does a WM scheme effect the biometric system
e First idea presented in [MMUA] 2006 for speech biometric
system
o First tests with only LSB algorithm on 16 bit audio signals
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Is defined as:

P A giometrics (IN-Signal || out-signal || more params)
more params = (bio-alg, bio-param)

In-signal: original biometric reference signal S
out-signal: marked biometric reference signal S’
bio-alg: specifies the biometric authentication system
bio-param: required parameters

Measures: Transparency & Capacity requirements
with the basic profiles P and P

E-Transparency E-Capacity
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e Error Rates For Verification

o False Acceptance Rate (FAR)

m Ratio between number of false
acceptances of non-authentic
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persons and total number of tests,

o False Rejection Rate (FRR)

s Ratio between number of false
rejections of authentic persons
and total number of tests

o Equal Error Rate (EER)
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Threshold

m Point where the FAR and FRR are identical
= Do not represent optimal operating point of a biometric system
s Used for comparison of authentication performance of biometric

systems

e All Error Rates obtained by experiment - test databases
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e Biometric Difference Grade (BDG) used defined as
normalized transparency measure

e Based on the error rates FMR, FNMR -2 EER

bdg,, (0,S) =1

B(EER, EER) — [0/1]

O-worst, 1-best

‘EER—EER ‘EER—EER
1- Jif 1- >0 1
EER EER bdg,,.(0) ==Y bdg,,, (O,S)
0 ‘otherwise ‘ °eS

O — watermarking scheme
S —audiosignal S € S
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bdg min (O) - TEIQ{ bdg rel (O’ S)}

bdgmax (O) = ns]asx{ bdg rel (O! S)}
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|
. EvaluatiorEﬂVinféf}ﬁmeﬂftemes (O4,...,0,) with its default

embedding parameters

1620 canty/hfgbeiemarkATTEP Rl g Ot Pigeonds

44 .1kHz, mono (one channel)
— Test Set (A): 16 bit quantized
— Test Set (B): 8 bit quantized

« 47 users from Germany, India, Italy and England, which spoke only in
English

« Five different semantic classes were recorded

Spoken Hello, how She sells Communi- | What is your | Where are
Text are you? |sea shellson cation good name? | you from?
the shore
Class Hello SeaShells Communi GoodName Where
#Recods 32 32 32 33 33
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(a) _
data acquisition
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(b)

base

reference
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data
authentication process
(d)

data acquisition

i 1 ©

l> [ } biometric
speech

system

~

decision

E—

(f)

Enroliment with
capturing

Watermark embedding
Storing in database

Reference data required
for authentication

Matching process

Q, 5g: time domain

Q, o Wavelet domain

Qys: frequency domain

Qs frequency domain

m="SamplelD: 13220, EventID: 12437, PersonID: 315, SemanticlD: 21, Device: 1, Date/time:
2005-12-03 12:06:54, Textual content:, Language: EN, Environment: 0“ - 206 Bytes
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|
« EER a%uﬁﬁ bgt!r lllc:)h@ bl

bit.
Best

Tolanls

quantized au

| gi!)(s:igéé/ésteeam 8
Wml@tWMrst marked with dark gray.

Class EER

8 Bit | 16 Bit

Communi 0.329 | 0.271

GoodName 0.295 | 0.289

Hello 0.304 | 0.251
SeaShells -@

Where 0.269 | 0.282

Arithm. Mean | 0.312 | 0.282
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Watermark Recommendation

Time Domain Wavel_et Frequency Domain
Domain
Algo. Q55 Qo pow Qus Qss
Capacity v v X X

8 Bit Audio Test Set

| 0880 | 00958 0.915

0.899

16 Bit Audio Test Set

Transparency

0.999 - 0.971 0.974
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e Application scenario used for digital watermarking
algorithm evaluation

e Biometric Difference Grade enhanced and used as
transparency measurement

e Evaluation results show:

o Transparency and Capacity have to be sufficient

o WM working in frequency domain does not provide enough marking
positions

e Best Performance: time and wavelet domain

e Open: effect of robustness/complexity/security on the WM
recommendation
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Questions?
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